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Abstract—In this study, a fractional order dynamical system
in four dimensions is constructed. It is found that the proposed
system displays multi-scroll chaotic attractors without modify-
ing the nonlinear functions and parameter values inside the
system. Furthermore, the multi-scale synchronization between
two identical multi-scroll fractional chaotic systems is achieved
by applying sliding mode control theory. Inspired by the ap-
plications of fractional order dynamical systems, synchronized
fractional multi-scroll chaotic systems are used to built a new
key agreement protocol for all kinds of cryptosystems. The
efficiency and security of the key agreement protocol are ex-
amined. Using numerical examples, the anticipated theoretical
results are demonstrated.

Index Terms—Fractional order system, Sliding mode control,
Chaos, Multi-scale synchronization, Cryptography.

I. INTRODUCTION

Fractional calculus is an effective mathematical tool that

allows for integration and differentiation of non-integer

order. Its history dates back 300 years, just like that of

regular calculus. Recent years have seen a rise in interest

in fractional order system dynamics because of its potential

applications in engineering and science. In this way, many

dynamical systems are modeled by fractional differential

equations and expose productive fractional dynamical

behaviours, for instance, see ([1], [2], [3], [4], [5], [6], [7]).

Moreover, the control and synchronization of fractional

order chaotic systems have received much research interest

among researchers and various control techniques have

been investigated for synchronization of fractional order

dynamical systems in [8]-[9]. Among various types of

control techniques, the sliding mode control is an effective

robust method to control nonlinear and uncertain systems

because it can switch the control law very quickly to drive

the system states from any initial states onto a user-defined

sliding surface, and to keep the system states on the surface

for all subsequent time [10]. The system on the surface

has desired performance, such as stability, disturbance

rejection capability, and tracking ability. For instance, the

global practical stabilization problem has been addressed

for a class of non-holonomic mobile robots by using

switching control in [11]. The stabilization of a class of
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linear uncertain fractional order dynamical system based on

sliding mode control approaches has been investigated in

[12]. An adaptive sliding mode controller [13] for a novel

class of fractional order chaotic systems with uncertainty

and external disturbance has been studied to realize chaos

control. Consequently, the sliding mode control is widely

used for synchronization of fractional order dynamical

systems [14], [15], [16], [17], [18], [19], [20], [21], [22],

[23].

In recent years, the chaotic system has been used in

cryptography for secure communication as well as message

encryption and decryption. A digital chaotic secure commu-

nication system has been proposed by introducing a concept

magnifying glass to enlarge observed errors in [24]. Color

image encryption scheme using one-time keys based on

coupled chaotic systems has been demonstrated in [25]. A

complete dislocated general hybrid projective synchroniza-

tion method has been applied to secure communications in

[26]. In [27], an advanced encryption standard algorithm

has been developed for image encryption based on chaotic

map. Further, the different types of secure communication

schemes based on fractional order chaotic systems have

been investigated in [28], [29], [30], [31], [32], [33]. The

key agreement between the sender and the receiver is very

important for every secure communication systems. The first

public key construction and key agreement protocol based

on the discrete logarithm problem in a finite field have been

introduced by Diffie and Hellman [34]. The authors [35]

are interested in chaos, the Diffie-Hellman key agreement

protocol has been described based on synchronized chaotic

systems. Key agreement protocol based on infinite non-

commutative group presentation and representation levels

have been handled in [36]. Also, the key agreement between

the sender and receiver in a communication system have been

constructed based on chaotic system and chaotic maps to

improve the security of the key strength, for more details

see [37]-[38].

A greater amount of attention has been paid in previous

years to the study of multi-scroll integer order and fractional

order chaotic systems because of their wide variety of

dynamical behaviours [39], [40], [41], [42], [43]. In [39],

[40], [41], [42], [43], the multi-scroll has been generated only

by changing parameters of the system or functions involving

that system. Therefore, multi-scrolls cannot be formed from

a single chaotic system. It is a major drawback to generate

multi-scrolls in a chaotic system. The main objective of

this paper is to overcome these drawbacks by generating

multi-scrolls in a dynamical system without changing any
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parameter values and nonlinear functions of the system.

This paper introduces a novel 4-D fractional order dy-

namical system. The stability and chaotic behaviors of the

system are investigated by theoretically and numerically. We

show that, the proposed system generates 2-scroll, 3-scroll

and 4-scroll chaotic attractors for fixed parameter values

and nonlinear functions. Hence, the main objective of this

paper is achieved. The multi-scale synchronization method

is applied for synchronizing two identical fractional order

multi-scroll chaotic systems. At the first time, synchronized

fractional order multi-scroll chaotic systems are utilized to

construct a key agreement protocol using conjugator search

problem and discrete logarithm problem for cryptographic

applications. The security level of the proposed system is

stronger than an existing key agreement protocol based on

conjugate search problem and discrete logarithm problem due

to their hardness and the solutions of the fractional order

multi-scroll chaotic systems.

This paper is organized as follows: In Section II, some

basic definitions and theorems related to fractional order

dynamics are presented. In Section III, a novel fractional

order dynamical system is established and its dynamical

behaviours are examined. Section IV causes the multi-scale

synchronization method between two fractional order multi-

scroll chaotic systems and their performances are examined.

Section V introduces a new key agreement protocol for

cryptosystem based on synchronized fractional order multi-

scroll chaotic systems. Section VI analyzes the security of

the proposed key agreement protocol. Conclusions are given

in Section VII.

II. PRELIMINARIES

Among various definitions for fractional derivatives, the

definition of Caputo fractional derivative is most important

than other fractional derivatives since it has the conventional

initial conditions, which is described as follows:

Definition 2.1: [44] The α-order Caputo fractional deriva-

tive of function f(t) with respect to t is defined by

Dαf(t) =
1

Γ(n− α)

∫ t

a

(t− τ)−α+n−1f (n)(τ)dτ, (1)

where n = [α] + 1, [α] is the integer part of α, Γ(·) is

the gamma function and Dα is called the α-order Caputo

differential operator.

Theorem 2.2: [45] The autonomous system

Dαx(t) = Ax(t), x(0) = x0, (2)

where 0 < α ≤ 1, x ∈ Rn is asymptotically stable if and

only if

| arg(eig(A))| >
απ

2
. (3)

Also, this system is stable if and only if | arg(eig(A))| ≥ απ
2

and those critical eigenvalues that satisfy

| arg(eig(A))| = απ
2 have geometric multiplicity one.

Theorem 2.3: [46] A necessary condition for the frac-

tional order system (2) to remain chaotic is keeping at least

one eigenvalue λ in the unstable region. This means

α >
2

π
arctan

(

|Im(λ)|

Re(λ)

)

. (4)

Definition 2.4: [46] An equilibrium point E of the system

(2) is called a saddle point of index 1 (index 2) if the Jacobian

matrix J at E has one (two) unstable eigenvalue(s).

III. DESCRIPTION OF A NEW MULTI-SCROLL

FRACTIONAL ORDER CHAOTIC SYSTEM

Consider the following four dimensional nonlinear integer

order multi-scroll chaotic system, which is described in [40]

ẋ(t) = a(y − h(x))

ẏ(t) = x− y + z

ż(t) = −b(y − w) (5)

ẇ(t) = −c(z + dw)

where (x, y, z, w) ∈ R4, h(x) = m1

( n−1
∑

i=1

(−1)i(|x + (4n−

2 − 4i)| − |x − (4n − 2 − 4i)|) + m2x
)

for every n ≥ 2,

m2 = 1.086 and m1 is the adjustable parameter.

The dynamical behaviors of the system (5) have been in-

vestigated in [40] for a = 10, b = 15, c = 0.05, d = 27.333.

The authors in [40] have been found that, the system (5)

exhibits three-scroll, four-scroll chaotic attractors at m1 =
0.381, 0.385 when n = 3, 4 respectively. Further, the system

(5) exhibits five-scroll chaotic attractor for m1 = 0.41 when

n = 5 with parameters a = 11, b = 15, c = 0.05 and

d = 27.333.

Note that, an integer order system (5) has generated

multi-scroll chaotic attractor for different values of nonlinear

function h(x) and a parameter a. Therefore, a unique chaotic

system cannot generates the multi-scrolls. By motivation

of the unique dynamical system to generates multi-scroll

chaotic attractor, the fractional form of system (5) will be

analyzed for fixed parameters a, b, c, d and fixed nonlinear

function h(x) as follows.

The fractional order of the system (5) is considered and

the standard derivative is replaced by a fractional derivative

as follows:

Dqx(t) = a(y − h(x))

Dqy(t) = x− y + z

Dqz(t) = −b(y − w) (6)

Dqw(t) = −c(z + dw)

where 0 < q < 1, (x, y, z, w) ∈ R4 and a, b, c, d are

the parameters of the system (6). Here Dq is the q-

order differential operator in the sense of Caputo[44]

and the nonlinear function h(x) is fixed as h(x) =

m1

(

3
∑

i=1

(−1)i(|x+ (14− 4i)| − |x− (14− 4i)|) + 1.086x

)

Note that, parameters and nonlinear function h(x) are fixed

in the proposed fractional order dynamical system (6). The

adjustable parameter m1 is fixed as 0.431; the parameters

a, b, c and d are also fixed as a = 12, b = 15, c = 0.05
and d = 28 respectively. The proposed system’s stability

and chaotic behaviors will be examined in detail in the

following analysis.
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A. Stability and existence of chaos

The commensurate fractional order system (6) has three

equilibrium points which are found by

a(y − h(x)) = 0

x− y + z = 0

−b(y − w) = 0 (7)

−c(z + dw) = 0

and they are represented as E0 = (0, 0, 0, 0),
E+ = (11.9285, 0.4113,−11.5172, 0.4113) and

E− = (−11.9285,−0.4113,+11.5172,−0.4113).
The Jacobian matrix of the system (6) is

J(x, y, z, w) =









−ah′(x) a 0 0
1 −1 1 0
0 −b 0 b

0 0 −c −cd









(8)

where h′(x) = 0.431
[

− x+10
|x+10| +

x−10
|x−10| +

x+6
|x+6| −

x−6
|x−6| −

x+2
|x+2| +

x−2
|x−2| + 1.086

]

.

By linearizing the system (6) at E0 yields the Jacobian

matrix

J(0, 0, 0, 0) =









4.7272 12 0 0
1 −1 1 0
0 −15 0 15
0 0 −0.05 −1.4









. (9)

The characteristic equation of (9) is

λ4 − 2.3272λ3 − 6.1953λ2 − 76.1215λ− 111.8166 = 0. (10)

The eigenvalues of (10) are λ1 = 5.9962, λ2 = −1.4845 and

λ3,4 = −1.0923± 3.3718i.
If the Jacobian matrix (8) at E0 has one eigenvalue with non-

negative real part (unstable eigenvalue), then the equilibrium

point E0 is called a saddle point of index 1 and unstable

since by Definition 2.4.

By linearizing the system (6) at E± yields the Jacobian

matrix

J(x, y, z, w) =









−5.6168 12 0 0
1 −1 1 0
0 −15 0 15
0 0 −0.05 −1.4









(11)

The characteristic equation of (11) is

λ4 + 8.0168λ3 + 18.6303λ2 + 101.2781λ

+113.1654 = 0 (12)

The eigenvalues of (12) are λ1 = −7.0866, λ2 = −1.2791
and λ3,4 = 0.1744± 3.5290i.
If the Jacobian matrix (8) at E± has two unstable eigenval-

ues, then the equilibrium points E± are called saddle points

of index 2 and unstable since by Definition 2.4.

Note that, the saddle points with index 1 is not responsible

for generating scrolls around on it and the scrolls are gener-

ated only around the saddle points with index 2. Therefore

the equilibrium points E± are responsible for generating the

scrolls and E0 is responsible for connecting the scrolls. For

these equilibrium points, the system (6) is stable for every

fractional order q ≤ 0.9686 since by Theorem 2.2 and it is

shown in Fig. 1.

According to the Theorem 2.3, the proposed fractional

1
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x
(t

)

Fig. 1. 3D view of system (6) when q = 0.96

Fig. 2. Different phase portraits of the chaotic attractor of the system (6)
when q = 0.97

order system (6) exhibits chaos when q > 0.9686.

That is,

q >
2

π
arctan

( |Im(λ)|

Re(λ)

)

=
2

π
arctan

(3.5290

0.1744

)

> 0.9686 (13)

The chaotic attractors of the proposed system when q =
0.97, q = 0.98 and q = 0.99 are visualized in Figs. 2-4

respectively.

Result 3.1: 1. The proposed fractional order system (6)

exhibits chaos when the fractional order q > 0.9686. The

minimum effective dimension is 3.88.

2. If q = 0.97, 0.98, 0.99, then the system (6) have a

two-scroll, three-scroll and four-scroll chaotic attractors by

Figs. 2-4 respectively.

3. The proposed system (6) exhibits multi-scroll chaotic

attractor for different fractional order q without affect the

parameters and nonlinear function h(x), which is completely

different from surviving fractional order multi-scroll chaotic

systems in [41], [42], [43].

Remark 3.2: In general, multi-scrolls have been generated

only by changing parameters or nonlinear functions of the

chaotic system. If the chaotic system has any one of these

types of changes, then dynamical behaviors of the modified

chaotic system have been entirely different from the original
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Fig. 3. Different phase portraits of the chaotic attractor of the system (6)
when q = 0.98
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Fig. 4. Different phase portraits of the chaotic attractor of the system (6)
when q = 0.99

chaotic system. Therefore, a single chaotic system cannot

be generated multi-scrolls. As per Result 3.1, the proposed

fractional order chaotic system (6) generates multi-scrolls

without changing the parameters or nonlinear functions of the

system. To the best of authors knowledge, there is no multi-

scroll chaotic system suggested or investigated previously

without changing the parameters or nonlinear functions of

the system.

Remark 3.3: A special feature of the proposed multi-scroll

fractional order chaotic system is that generates multi-scrolls

with fixed parameters and nonlinear system functions. The

proposed system has been named the ’PM chaotic system’.

IV. SLIDING MODE CONTROL DESIGN AND MULTI-SCALE

SYNCHRONIZATION

In this section, the sliding mode control theory is applied

to achieve the multi-scale synchronization between two iden-

tical fractional order multi-scroll chaotic systems.

The master system is described by

Dqxm(t) = a(ym − h(xm))

Dqym(t) = xm − ym + zm

Dqzm(t) = −b(ym − wm) (14)

Dqwm(t) = −c(zm + dwm)

and the slave system is described by

Dqxs(t) = a(ys − h(xs)) + u1

Dqys(t) = xs − ys + zs + u2

Dqzs(t) = −b(ys − ws) + u3 (15)

Dqws(t) = −c(zs + dws) + u4

where u = (u1, u2, u3, u4)
T is the controller to be deter-

mined later.

Define the error states e1 = xs − β1xm, e2 = ys −
β2ym, e3 = zs − β3zm and e4 = ws − β4wm where βi 6= 0,

i = 1, 2, 3, 4 are the multi-scale factors. The ultimate aim is

to find the suitable controller u such that lim
t→∞

‖ei(t)‖ = 0

for every i.

Then the fractional order error dynamical system is written

as

Dqe1(t) = ae2 − a(h(xs)− β1h(xm)) + u1

Dqe2(t) = e1 − e2 + e3 + u2

Dqe3(t) = −b(e2 − e4) + u3 (16)

Dqe4(t) = −c(e3 + de4) + u4

For every ηi > 0, the sliding surface is defined in the

space of the synchronization errors as

si(t) = ei(t) + ηiD
−qei(t), i = 1, 2, 3, 4. (17)

When the fractional order system operates in the sliding

mode, it satisfies the following conditions

si(t) = 0 and ṡi(t) = 0, i = 1, 2, 3, 4.

Consider

ṡi(t) = D1−q(Dq(si(t))) = 0 → Dq(si(t)) = 0. (18)

Substitute (17) into (18), we have

Dq(si(t)) = Dq
(

ei(t) + ηiD
−qei(t)

)

= Dqei(t) + ηiei(t). (19)

Since ṡi(t) = 0, we have the following sliding mode

dynamics

Dqei(t) = −ηiei(t). (20)

According to the Theorem 2.2, the fractional order sys-

tem (20) is asymptotically stable. According to the sliding

mode control theory, the equivalent control laws ue
i and the

discontinuous reaching laws ud
i are selected as follows:

ue
1 = a(h(xs)− β1h(xm))− ae2 − η1e1

ue
2 = −e1 − e3 + (1 − η2)e2

ue
3 = b(e2 − e4)− η3e3 (21)

ue
4 = c(e3 + de4)− η4e4

and

ud
i = ρ.sign(si), i = 1, 2, 3, 4, (22)

where ρ is a positive feedback gain of the controller and

sign(si) =







+1, si > 0
0, si = 0
−1, si < 0.
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Finally, the total control input u is selected as the sum-

mation of the equivalent control laws and the discontinuous

reaching laws. It is described by

ui = ue
i + ud

i , i = 1, 2, 3, 4. (23)

Remark 4.1: The controller shown in (23) suffers from

the high frequency switching near the sliding surface and

chattering occurs due to sign(·) function. If the sign(·)
function can be replaced by saturation function, then we

avoid the chattering in the controller.

Theorem 4.2: If the controller u is selected as given in

(23) for the fractional order error dynamical system (16)

then their state trajectories are converge to the sliding surface

si = 0, i = 1, 2, 3, 4. That is, the multi-scale synchronization

between the fractional order chaotic systems (14) and (15)

is achieved.

Proof: Consider the Lyapunov candidate function as

V = s21 + s22 + s23 + s24. (24)

Then,

V̇ = 2 (s1ṡ1 + s2ṡ2 + s3ṡ3 + s4ṡ4)

= 2 [s1 (D
qe1(t) + η1e1(t)) + s2 (D

qe2(t) + η2e2(t))

+s3 (D
qe3(t) + η3e3(t)) + s4 (D

qe4(t) + η4e4(t))]

= 2 [s1 (ae2 − a(h(xs)− β1h(xm)) + η1e1(t) + u1)

+s2 (e1 − e2 + e3 + η2e2(t) + u2)

+s3 (−b(e2 − e4) + η3e3(t) + u3)

+s4 (−c(e3 + de4) + η4e4(t) + u4)]

= 2 [s1(−ρsign(s1)) + s2(−ρsign(s2))

+s3(−ρsign(s3)) + s4(−ρsign(s4))]

= −2ρ (|s1|+ |s2|+ |s3|+ |s4|) < 0. (25)

Integrating (25) from zero to t, one can obtain that
∫ t

0

2ρ (|s1|+ |s2|+ |s3|+ |s4|) ≤ V (0)− V (t),

which implies that

lim
t→∞

si(t) = 0.

Thus, the Lyapunov candidate function satisfies the Lya-

punov stability theory. Thus, the state trajectories of the

fractional order error system (16) is globally asymptotically

stable since the state trajectories of the sliding surface are

converges to zero as t → ∞. Hence, the master system (14)

and the slave system (15) are synchronized successfully.

A. Numerical simulation

In the numerical simulations, the initial values of the

master and slave systems are taken as

(xm(0), ym(0), zm(0), wm(0)) = (0.1, 0.1, 0.1, 0.1) and

(xs(0), ys(0), zs(0), ws(0)) = (−0.5, 0.5, 0.5,−0.5) and the

fractional order q is fixed as 0.99. For every i, we assume that

ρ = 0.02, ηi = 7 and βi = 2. Then, the 3D phase projection

between the master system (14) and the slave system (15) are

depicted in Fig. 5(a) and their corresponding time responses

of the error states are depicted in Fig. 5(b). Thus, the error

states are tend to zero after a time t ≥ 200 and hence the

multi-scale synchronization between the systems (14) and

(15) are achieved.

V. APPLICATION TO KEY AGREEMENT PROTOCOL

In this section, the synchronized fractional order multi-

scroll chaotic systems are applied to construct a novel key

agreement protocol (KAP) for cryptosystem with the help

of conjugator search problem (CSP) and discrete logarithm

problem (DLP). KAP is a protocol whereby a shared secret

becomes available to two or more souls for promote the cryp-

tosystems and cryptographic applications. It has important

role in cryptography and it is a major component of data

security in any system.

A. Proposed key agreement protocol

Consider two cryptographic entities: Alice (sender) and

Bob (receiver), as well as a master system (14) for the

sender and a slave system (15) for the receiver. Alice and

Bob agree on three elements q ≥ 0.97, a large prime

number p and a time t ≥ t0 where t0 is the time when

the synchronization errors between systems (14) and (15)

are tend to zero onwards.

1. Alice chooses a secret 2×2 circulant matrix A randomly

and solve a system (14) at t, then she calculates

S = AXA−1 (mod p) where

X =

(

⌊5xm(t)q⌋ ⌊5ym(t)q⌋
⌊5zm(t)q⌋ ⌊5wm(t)q⌋

)

.

2. Alice picks an integer s ∈ N and computes γ = Ss =
(AXA−1)s = AXsA−1 (mod p). She sends γ to Bob.

3. Bob chooses a secret 2×2 circulant matrix B randomly

and solve a system (15)) at t, then she calculates R =
BY B−1 (mod p) where

Y =

(

⌊5xs(t)q⌋ ⌊5ys(t)q⌋
⌊5zs(t)q⌋ ⌊5ws(t)q⌋

)

.

4. Bob picks an integer r ∈ N and computes δ = Rr =
(BY B−1)r = BY rB−1 (mod p). He sends δ to Alice.

5. Alice calculates a private key

KA = AδsA−1 = A(BY rB−1)sA−1

= ABY rsB−1A−1 (mod p).

6. Bob calculates a private key

KB = BγrB−1 = B(AXsA−1)rB−1

= BAXsrA−1B−1 (mod p).

7. Their common secret key is K = KA = KB since

AB = BA and Y rs = Xsr.

In the following subsection, the proposed key agreement

protocol based on synchronized fractional order multi-scroll

chaotic systems will be demonstrated numerically.

B. Numerical example

Assume that q = 0.99, t = 220, p = 37, s = 5, r = 3,

A =

(

3 5
5 3

)

and B =

(

5 11
11 5

)

. Further, assume

that Alice and Bob solves the systems (14) and (15) respec-

tively at time t for given q.

Alice calculates

S = AXA−1 = A

(

20 2
−14 37

)

A−1

=

(

13 5
20 7

)

(mod 37).

γ = Ss = (AXA−1)s =

(

29 1
4 13

)

(mod 37).
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Fig. 5. Synchronization of master and slave systems: (a) Projection for state trajectories and (b) Time responses for error states

She sends γ to Bob. He calculates

R = BY B−1 = B

(

20 2
−14 37

)

B−1

=

(

24 1
24 33

)

(mod 37).

δ = Rr = (BY B−1)r =

(

6 2
11 24

)

(mod 37).

He sends δ to Alice.

Alice computes her private key

KA = AδsA−1 =

(

2 7
29 4

)

(mod 37).

Bob computes his private key

KB = BγrB−1 =

(

2 7
29 4

)

(mod 37).

Finally, their common secret key K = KA = KB.

VI. SECURITY OF THE PROPOSED KAP

The proposed KAP consists of two major problems with

the supports of the solutions of fractional order multi-scroll

chaotic systems, one is a matrix CSP and another one is a

matrix DLP.

Consider the matrix CSP:

For given X and S find the conjugator matrix A such that

S = AXA−1.

The unknown matrix A can be found by solving the

homogenous matrix equation

SA−AX = 0.

It is very difficult to find the matrix A for satisfying the

above homogenous matrix equation. Consider the matrix

DLP:

For given G and X find the value s such that

G = Xs.

It is very difficult to find the value of s for satisfying the

above DLP because the computation of the higher power of

X is impossible and X is calculated from the fractional order

chaotic system (14) at t.

Consider the cryptanalysis of the proposed key agreement

protocol:

Assume that, the following matrix relation and the X,S

values are given.

S = AXsA−1.

Suppose an Adversary (ADV) trying to obtain the secret

key either KA or KB as mentioned in the proposed KAP.

Here Xs is unknown since s is unknown. So ADV choose

the arbitrary natural number k and calculate the matrix

H = Xk

Then making the relation with known matrices S and H such

that

S = A1HA−1
1 .

The matrix A1 can be determined by solving matrix CSP

and obtain a matrix A1 instead of A.

Finally ADV can try to obtain the secret key for an

arbitrary natural number l such that

KA1
= A1H

lA−1
1 = A1(BXkB−1)lA−1

1

= A1BXklB−1A−1
1 .

Hence the cryptanalysis fails since KA1
6= KA.

Hence ADV would fail to recover a secret key by solving

the CSP.

ADV again trying to solve the matrix DLP by guessing

some conjugator A2 and find s from the relation

A−1
2 SA2 = Xs.

It is very difficult to find the value of s from the above

relation because of the hardness of matrix DLP, matrix CSP

and the hardness of finding the solutions of the fractional

order multi-scroll chaotic systems at a time t when secret

order q.

Suppose any one could be found the value of s, then

computes

KA2
= A2G

lA−1
2 = A2(BXsB−1)lA−1

2

= A2BXslB−1A−1
2 .

Hence the cryptanalysis fails KA2
6= KA and Xsl 6= Xrs.

Hence neither A1 nor A2 provide a valid key determination

if they are not equal to the actual matrix A. Analogously
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the ADV must find the exact value of s instead of arbitrary

value k, which is impossible.

Finally ADV would fails to recover a secret key by

solving both matrix CSP and DLP without the knowledge

of the solutions of the fractional order multi-scroll chaotic

system for exact t and q.

The above discussions are same for R = BY B−1, Y r

and KB .

Remark 6.1: The proposed key agreement protocol is

more secure than arbitrary key agreement protocol contains

DLP and CSP due to the additional security of the solutions

of the synchronized fractional order chaotic systems apart

from the hardness of matrix DLP and CSP.

VII. CONCLUSIONS

A four dimensional fractional order dynamical system

with an order as low as 3.88 is developed and chaos is

observed in the new fractional system. It is discovered

that the proposed system exhibits chaotic attractors with

many scrolls without requiring modifications to the nonlinear

functions. Using the sliding mode control technique, two

commensurate fractional order multi-scroll chaotic systems

have been effectively multi-scale synchronized. Furthermore,

the necessary condition for guaranteeing the stability of the

fractional order error dynamical system has been derived.

A secure key agreement procedure has been presented based

on the solutions of synchronized fractional order multi-scroll

chaotic systems. The efficiency of the proposed protocol

has been ascertained through security analysis. Numerical

simulations have been used to verify the efficiency of the

proposed protocol, which is shown to be more secure than the

existing key agreement approach that involves the conjugator

search problem and the discrete logarithm problem.
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