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Synchronization of Novel Hyperchaotic Systems
by Applying a Linear Active Controller and Its
Application to Generating One Time Passwords

P. Muthukumar, Member, IAENG, and J. Murugan

Abstract—In this manuscript, a novel four-dimensional hy-
perchaotic system is introduced. The dynamical properties of
the proposed system are examined. A linear active control
approach is established and necessary conditions are derived
for synchronizing hyperchaotic systems. A new algorithm for
generating one time passwords (OTPs) is developed by uti-
lizing the proposed hyperchaotic system. The effectiveness of
the suggested techniques are demonstrated through numerical
simulations.

Index Terms—Chaos, Active control, Synchronization, One
time password.

I. INTRODUCTION

HAOS is one of the most prominent features of

nonlinear dynamical systems whose state variables are
highly dependent on their initial conditions. This dependency
leads to the divergent behavior of such systems, a fact that
reveals the great importance of detailed study regarding
chaotic phenomena. Due to the widespread occurrence
of chaos in several disciplines, including dynamo theory,
cryptography, chemical reactions, robotics, networks, and
so on [1], [2], [3], [4], [5], [6], [7], [8], [9], [10], [11].
Recently, the problem of chaos control and chaotic system
synchronization has received a great deal of attention [12],
[13], [14], [15], [16], [17]. Complexity is significantly larger
in hyperchaotic systems than in chaotic systems [18], [19],
[20], [21], [22].

Chaos-based cryptosystems have emerged as a critical
topic in the field of secure communication [23], [24],
[25], [26]. The generation of random numbers is a
critical technology for substantial numerical simulations
and information security. Physical random numbers, in
particular, are critical in information security for achieving
irreproducibility and unpredictability. TRNGs (true random
number generators) are widely regarded as the most
critical component of a cryptographic system. Since no
deterministic cryptographic primitive can start generating
more information gain than is readily accessible at the
inputs [27], [28], [29], [30]. As a necessary consequence,
the unpredictable nature and security of a cryptographic
system are primarily dependent on the TRNG, helping to
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make it the most critical and vital component.

In network security technology, an identity authentication
has play more vital role and is to prevent unauthorized users
from accessing network data and services. On the other
hand, it can ensure that both parties have enough information
to authenticate. A one-time password [31], [32], [33] is a
form of identity authentication. Based on the information, an
entity determines whether or not the customer is offered a
password, after which the computer validates the password.
If the password entered corresponds to the customer, the
customer’s identity is validated. Otherwise, the computer
rejects the request and the authentication fails.

Chaos control and synchronization have been intensively
investigated during the last decade and have attracted
increasing attention in recent years. Up to now, numerous
methods have been proposed to cope with chaos
synchronization, such as backstepping design, adaptive
design, impulsive control method, sliding mode control,
linear quadratic regulator and other control methods [34],
[35], [36], [37], [38]. However most of the proposed
methods need more single-state variable information of
the master system. However, for instance, the more state
variables transmitted to the slave system the more bandwidth
and energy consumption in secure communication system as
well as security reduction. For example, in a real engineering
case, some state variables may be difficult or even cannot
be detected.

Motivated by the preceding discussion, the components of
chaotic system[39] is extended to create a new hyperchaotic
system. The proposed system’s basic dynamical properties
are investigated using phase portraits, equilibria, and
Lyapunov exponents. An active control technique is used as
a control application to synchronize the hyperchaotic system,
and their theoretical results are derived using Lyapunov
stability theory. A further application in information
security is the generation of OTP for authenticating online
transactions and other authentication methods using a
synchronised hyperchaotic system.

The remaining part of the research is structured as follows:
Section II describes a novel hyperchaotic system and analy-
ses and numerically investigates its dissipativity, equilibria,
and Lyapunov exponent. In Section III, an active controller
is designed to control the chaotic trajectories to the unstable
equilibrium. Section IV describes the method of synchroniz-
ing hyperchaotic systems with active controllers and their
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numerical simulations. Section V proposes a new algorithm
for generating OTP based on a hyperchaotic system. Further-
more, it has been demonstrated that the numerical example
works well with the proposed OTP algorithm. Section VI
concludes the paper.

II. SYSTEM DESCRIPTION AND ANALYSIS

A novel hyperchaotic four dimensional dynamical system
is expressed by the following differential equations:

= y—=z
= ayf:rQZ (1)

= —z+4+x
2

= bw—cz

where x,y, z, w are the state variables and a, b, ¢ are the
parameters of the system (1). The system (1) exhibits hyper-
chaos when a = 0.625,b = 0.09 and ¢ = 3. The different
phase portraits of the chaotic attractor corresponding to the
system (1) is shown in Fig. 1

In the following subsections, we will discuss about dissipa-
tivity, equilibrium points, stability and Lyapunov exponents
of the hyperchaotic system (1).

A. Dissipativity

The state space of the system (1) is four-dimensional and
their vector field is denoted by

T y— 2z
. 2
_ U | ay—z*z
v = 2 - —z+x @
w bw — cz?

A necessary and sufficient condition for the the system (1)
to be dissipative is VV < 0,

0% Oy 0z 0w
o= 8m+8y+82+8w
VV = a+b—-1=-0.285<0 3)

Therefore, the system (1) is dissipative and its exponential
contraction is e 0-285,

B. Equilibrium points and stability

By making © = y = 2 = w = 0, the equilibrium point
of the system (1) can be obtained as E; = (0,0,0,0),
Ey = (\/av \/av \/av a_bc) and F3 = (7\/5, 7\/5, 7\/6, %)

Theorem 2.1: For a = 0.625, b = 0.09 and ¢ = 3, all
equilibria of the system (1) are unstable.
Proof: The Jacobian matrix of the system (1) is defined
by

0 1 -1 0
—2rz a —x? 0
J= 1 0 -1 0
0 0 —2cz b
Case 1: For equilibrium F; = (0,0,0,0),
01 -1 0
0 a 0 O
=110 210
0 0 0 b

The Eigen values are calculated by |\ —.J;| = 0 and their
corresponding Eigen values are \; = —0.5000 + 0.8660%,
Ay = —0.5000 — 0.86607, A3 = 0.6250, and Ay = 0.0900.

Here A3 and A4 is positive real number; A; and Ay are
complex with equal and non zero real parts. Therefore, the
equilibrium E; = (0,0,0,0) is a saddle-focus. So the system
(1) is unstable at F.

Case 2: For equilibrium E = (v/a,/a,/a, %),

0 1 -1 0

—2a a —a 0

T2 = 1 0 -1 0
0 0 —2cv/a b

The Eigen values are calculated by |AI — J| = 0 and
their corresponding Eigen values are A\; = 0.0900, Ay =
0.1533 + 1.3455¢, Az = 0.1533 — 1.3455¢, Ay = —0.6816.

Here A\; and A4 are real and non zero of opposite signs.
Ao and A3 are complex with equal non zero positive real
parts. Therefore, the equilibrium F» is a saddle-focus point
and the system (1) is unstable at Ej.

Case 3: For equilibrium E3 = (—/a, —/a, —/a, 5°),

0o 1 -1 0
—2a a —a O

1 0 -1 0

0 0 2c/a b

Similarly, Fs is also a saddle-focus point and the system
(1) is unstable at E3.

The above brief analysis shows that three equilibria of the
proposed non-linear system (1) are all saddle-focus points.

|

Ty =

C. Lyapunov exponents

The Lyapunov exponents are only quantitative measure
for the existence of hyperchaos and identifying different
behaviors of a dynamical system. The hyperchaotic nature of
a system depends on the sign of its Lyapunov exponents and
they are determined numerically by choosing the parameters
a = 0.625,b = 0.09,¢ = 3 with initial condition X (0) =
(0.1,0.5,0.1,0.5). The corresponding Lyapunov exponents
of the system (1) are Ar, = 0.1038, Ay, = 0.0821, A\, =0
and A\, = —0.4685.

Thus, the system (1) exhibits the hyperchaos since it has
two positive Lyapunov exponents, which is depicted in Fig. 2.

Further, the Lyapunov dimension of the system (1) is
J
Dp=j+ o 2 A = d+ O+ A + A, =

41! i=1
3.3968.

III. CONTROL OF THE PROPOSED HYPERCHAOTIC
SYSTEM

In this section, an active controller to be designed for
controlling the proposed hyperchaotic system (1).
The controlled hyperchaotic system (1) is

= Yy—z+¢

= ay—x22—|—<p2 @
= —z+z+ps

bw — cz® + @4

|
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Fig. 2. Lyapunov Exponents of the system (1).

where ¢;’s (i = 1,2,3,4) are the active controllers and it is
described by

p1(t) —y+z+ui(t)

0a(t) = —ay+ 2?2+ ua(t) 5)
e3(t) = z—ax+us(t)

oa(t) = —bw+cz? +uy(t)

where u;(t) are linear feedback controller.
Substitute (5) in (4), the obtained closed loop system is

(6)

Let as assume uq(t) = —ki2, ua(t) = —kay, us(t) = —ksz
and uy(t) kqw, where k1, ko, k3 & k4 are the feedback
gains.

Theorem 3.1: The controlled hyperchaotic system (4) is
globally and exponentially stabilized for all initial states
X(0) = (x(0),y(0), 2(0), w(0)) € R* by the active control
law (5).

T = ul(t),y = ’LLQ(t), z = ’Ug(t),’lb = U4(t)

Proof: Consider the quadratic Lyapunov function

V1(X)=%(x2+y2+z2+w2) (7)

Here Vi is a positive definite function on R*. Based on
Lyapunov stability theory, it is enough to prove that V; is
negative definite.

Vi = zi4yy+4zi+wd (8)
= —k2? - k2y2 — k’3z2 — kqw?
i = —-XT'pXx )
kk 0 0 O
where P; = 8 132 133 8 for every k; > 0, Py
0 0 0 £k

is positive definite and Vi is negative definite on R*.

By Lyapunov stability theory, z(t) — 0,y(t) — 0, z(¢) —
0,w(t) — 0 exponentially as ¢ — co. Hence, the system (4)
is globally and exponentially stable. ]
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A. Numerical simulations
For k1 = ko = k3 = 1 and k4 = 5, then (5) becomes

w1(t) —y+z—x

pa(t) = —ay+a’z—y (10)
ps(t) = z—x—2z2

oi(t) = —bw+cz® — 5w

Consequently, the controlled hyperchaotic system (4) gives
1D

The time variation of the controlled system (11) is depicted
in Fig. 3. It shows that z(t) — 0, y(t) — 0, z(¢t) — 0,
w(t) — 0 for every ¢t > 2.

Result 3.2: The convergence rate is inversely proportional
to feedback gains. If feedback gain increases then the con-
vergence time response of control system (11) is decreases.

For instance, If k1 = ko = k3 = 5 and k4 = 25, then
x(t) = 0,y(t) = 0,z(t) — 0,w(t) — 0 for every t > 1.The
time variation of the controlled system (11) is shown in
Fig. 4.

It is clear that the time response of control system (11) by
utilizing active controller is 2 times reduced by comparing
Fig. 3 and Fig. 4.

55:_30792—?/72':—2,11'1:—5111

IV. SYNCHRONIZATION OF THE HYPERCHAOTIC SYSTEMS

In this section, the aim of study is to achieve asymptoti-
cally globally synchronization between two identical hyper-
chaotic systems using linear active control method. Also their
numerical simulation results will be given.

A. Synchronization using the linear active control

Consider the system (1) as drive system and the following
system as a response system, which is identical to the drive
system

1 = y1—2+Y

i = ayr —xiz1+ o (12)
Z21 = —znto+s

w; = bwy — cz% + iy

where ;’s (i = 1,2,3,4) are the active controllers to be
determined later.

Lete; =x1—a, ea =y1—y, es =2z1—zand e = w1 —w
be the error variables.

Then the error system of (1) and (12) can be derived as

€1 = ex—e3+Y

€y = ae; —xiz + 1z (13)
€3 = e1—e3+s

€4 = bey— czf +e2? + N

Theorem 4.1: The identical hyperchaotic systems (1) and
(12) will approach globally, exponentially and asymptotically
synchronized with the following suitable active controller

i) = w(b)

Po(t) = 2321 — 22+ ua(t) (14)
Y3(t) = us(t)

Ya(t) = czi—c2® +Fuy(t)

where u;(t) = —k;e;, 1 = 1,2,3,4 and k;’s are the feedback
gains.
Proof: Substituting (14) in (13),

€1 = ex—e3—kie;
€y = aeg — koes (15)
€3 = e1 —e3— kzes
€1 = besg—kyey
Consider the Lyapunov error candidate function as
Vo(E) = %(e%+e§+e§+ei) (16)
where E = (eq, ez, e3,¢e4) € R,
Then the time derivative of V5 can be written as
Vo = e1€] + ex€s + €363 + eq€y
= ket — (ks —a)ed — (ks +1)e2
— (kg — b)e2 + eren
= —[kie? + (kg —a)e3 + (k3 + 1)e3
+ (kg4 — b)ei — ejes]
Vo = —ETRE (17)
k1 —% 0 0
where P, = 7% %2 ks(jr 1 8 is a positive
0 0 0 ky—0b

definite matrix. It shows that V2 < 0 for all £, > 0 on
R*. Then, tlim e(t;) = 0,i=1,2,3,4, based on Lyapunov
stability the(;g/?

Hence the systems (1) and (12) are globally, exponentially
and asymptotically synchronized. [ |

B. Numerical simulations

If ki =2, ko = 3, ks = 4 and k4 = 20, then the controller
(14) becomes

Pi(t) = —2e
Uo(t) = x2z; — 2%z — 3eo (18)
Ys3(t) = —des
Ya(t) = ¢zl —cz® —20eqy
Then the error system (15) can be written as
€1 = —2e1+ey—e3
€ = —3.625¢, (19)
€3 = e; —des
€qs = —19.91ey

The time variation of the error system (19) using the
linear active controller is depicted in Fig. 4. It shows that,
the error between the systems (1) and (12) are completely
synchronized.

Result 4.2: The convergence rate is inversely proportional
to feedback gains. If feedback gain decreases then conver-
gence rate of time response of error system (19) is increases.

For instance, If k; = 1,k = 1.5,k3 = 2 and k4 = 10,
then e1(t) — 0,e2(t) — 0,e3(t) — 0,e4(t) — 0 for every
t > 8. The time variation of the error system (19) is shown
in Fig. 6.

It is clear that the rate of convergence of time response
of error system (1) and (19) utilizing active controller is 3
times increased by comparing Fig. 5 and Fig. 6.

Volume 54, Issue 9, September 2024, Pages 1717-1725



TAENG International Journal of Applied Mathematics

o
i

T T T

—X(O) —y(O —z(t) —w(t)

<
~
T
|

<« y() =

w(t)

Nt e
() (U8
T
|

e
=
|

x(),y(1),z(1),w(t)

X(t) 2(t)

0.1 | | | | | | | | |
0 0.5 1 L5 2 25 3 3.5 4 4.5 5

Fig. 3. Time history of the controlled hyperchaotic system (4) when k1 = k2 = k3 = 1 and kg4 = 5.
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Fig. 5. Synchronization errors under the control law (14) when k1 = 2, ko = 3, k3 = 4 and kg4 = 20.
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V. APPLICATIONS OF THE PROPOSED HYPERCHAOTIC
SYSTEM

In this section, the solutions of the proposed hyperchaotic
system is utilized to generate OTP for authenticating transac-
tions. The details of the proposed OTP generating algorithm
are described as follows:

1) Consider the hyperchaotic system (1) for generation of

OTP.

2) Compute the solutions of the system (1) at time ¢ €
(0,T7.

3) Calculate Y (t) for every t with step size h by Y (t) =
z(t) +y(t) + 2(t) + w(t).

4) Compose the random numbers Sgr between 0-9 for
every t by Sg = [Y(¢) * 1000] (mod 10) where |z]
is the floor(zx).

5) Split the sequence of random numbers Sg into blocks
of random numbers. Each block consisting of n ran-
dom numbers.

6) A block with n random numbers between 0-9 is
described as OTP.

For demonstration, we take h = 0.05,7 = 2.50. The
solutions x(t), y(t), z(t) and w(t) of the system (1) for the
interval (0,2.50] are computed. Further, Y (¢) and Sg are
calculated. The computed and calculated values are tabulated
in TABLE 1. The sequence of first 50 random numbers S
is depicted in Fig. 7, which are listed as follows.

0 6 45 8 3 0 9 9 2
6 2 9 7 7 7 9 1 3 5
8 01 1 9 6 0 2 0 4
4 9 8 1 6 4 4 5 5 6
53 8 1 1 7 0 9 4 5

For practical point of view, we take n = 5, thus the 5-digit
OTP shows in TABLE I and the set of 10 random OTP has
been generated successfully based on the proposed algorithm.

A. Security analysis of the proposed algorithm

By comparing the level of security, the proposed OTP
generating algorithm has more secure than random number
generation algorithm due to the hardness of finding the
solution oh hayperchaotic system (1).

Result 5.1: Nowadays, time-based and hash-based OTP’s
are vulnerable to brute force assaults, forging attacks. This
raises the research question, “Is there another method that
could be used to generate a highly secure OTP system that
is less vulnerable to such attacks?” Chaotic maps, which
are well known for their very unpredictable behavior, were
chosen to see if they might be utilized to generate highly
random OTPs.

Furthermore, instead of 4-digit OTPs, our goal is to create
a system that generates 5-digit OTPs with a restricted validity
duration, making it extremely impossible for a standard
computer to crack the OTP using Brute force.

VI. CONCLUSIONS

This paper has introduced a novel fascinating four-
dimensional hyperchaotic system. An appropriate active con-
troller has been designed to control and synchronize the
hyperchaotic system. Numerical simulations are given to val-
idate the correctness of the theoretical results of control and
synchronization of hyperchaotic systems. In addition, OTPs-
which are more secure than static passwords are generated
using the proposed hyperchaotic system.
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