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Abstract—In order to improve the security, ease of use and
flexibility of software products, this paper proposes a software
cloud authorized protection mechanism based on specific time
encryption. This mechanism sends the encrypted and packed
executable file to the cloud server, so that only legitimate users
can unpack, decrypt and run the software in the cloud within
a specific time interval. On this basis, this article gives a
formal definition of the solution model and constructs a specific
implementation solution based on the random oracle model.
Security analysis shows that this solution can not only prevent
attackers from using cloud servers and time servers to illegally
obtain software usage rights, but also reduce time overhead
and costs, thereby effectively protecting the legitimate rights
and interests of developers and users.

Index Terms—time-specific encryption; authorized protec-
tion; software packing; time trapdoor; time server; cloud server.

I. SUMMARY

S enterprise and individual users have increasingly
diversified software needs, more and more software
adopts the model of purchasing usage rights on demand, such
as based on usage duration, number of times, and frequency.
This model not only effectively lowers the price threshold
of software, but also significantly improves user acceptance
and satisfaction. Professional big data analysis software,
including IBM SPSS and SAS, has gradually shifted to a pay-
as-you-go model, in line with market development trends.
In recent years, there has been a growing emphasis on
individual health, resulting in the rapid advancement of smart
wearable devices. As a result, the smart wearable companies
constitute a segment of the consumer base for big data
analysis software.
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As a novel form of human-computer interaction, smart
wearable devices provide consumers with exclusive and
personalized services and collect a variety of human data
by wearing smart devices on the human body. Currently,
wearable devices like smartwatches have demonstrated their
ability to detect and monitor the progression and treatment
of various diseases in their early stages through biophysical
signals. Enterprises utilize smart wearable devices to collect
user health data, monitor treatment processes, and offer real-
time feedback in order to deliver optimized treatment plans
and enhance treatment effectiveness[1, 2].

To achieve the aforementioned functions, enterprises need
to analyze and process the data collected by smart wearable
devices. While large companies like Fitbit, Garmin, and
Apple may have their own big data analytsis platforms
for processing and analyzing health data from their smart
wearable devices, small and medium-sized smart wearable
device enterprises may opt to use a third-party big data
analysis platform due to technical and resource limitations.
This approach allows them to reduce operating costs by
paying a fee for the usage time of the software, rather
than building and maintaining a complete big data analysis
platform themselves.

Nevertheless, the method of payment for accessing soft-
ware usage duration is susceptible to unauthorized access.
Hence, it is imperative for software developers to recognize
the significance of security concerns and implement protec-
tive measures to safeguard the integrity of their software.

Currently, software protection is categorized into
hardware-based and software-based protection. Hardware-
based protection commonly relies on dongles, encryption
locks, and their drivers, but may encounter usability issues.
Software-based protection involves using registration codes
and license files to compare and verify original data by
accessing a dedicated server database in a networked
environment[3]. However, registration codes[4] and license
files only offer basic security guarantees and are susceptible
to reverse engineering attacks. Moreover, dedicated
servers escalate hardware, manpower, and operational and
maintenance management costs for software developers,
with expenses growing exponentially as user groups expand.
Therefore, conventional software protection fails to meet the
requirements of secure online distribution and on-demand
sales of software.

Cloud servers (C'Ss) have the characteristics of strong
computing power, high reliability, flexibility, and ease of
use[5]. With the rise of the Software as a Service (SaaS)
model, more and more software has begun to be provided to
users in the form of online services, which greatly facilitates
user use and management. In the SaaS model, software
applications are hosted on cloud servers and provide services
to users through the Internet. Users do not need to install or
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maintain software, and only need a computer loaded with
the Internet to obtain related services. Software developers
can easily share software resources, and at the same time,
the investment in hardware facilities, human resources and
operation and maintenance costs is greatly reduced.

Building upon the aforementioned, the research objective
of this paper is to propose a Time-Specific Encryption
(TSE)-based software authorized protection in the cloud
(TSE-SAPC). This approach leverages the comprehensive
application of cloud computing, public key, and block cipher
encryption technology. It enables users to be authorized to
use the software within specific time intervals tailored to their
actual needs, while restricting access during other periods.
The scheme exhibits robust security, effectively thwarting
attackers from exploiting C'S' and time server (7'S) to gain
unauthorized software usage rights. Additionally, it boasts
the advantages of cost-effectiveness, convenient operation
and maintenance, ease of use and management, all while
ensuring the legitimate rights and interests of both developers
and users are considered.

II. BASIC KNOWLEDGE
A. The concept of BDH

At present, public key cryptographic algorithms are mainly
based on the large integer factorization problem (IFP)[6, 7],
the discrete logarithm problem (DLP)[8] of multiplication
group over finite fields, and the elliptic curve discrete log-
arithm problem (ECDLP)[9] over finite fields. By using
bilinear pairings, ECDLP over finite fields can be reduced
to the DLP of the multiplication group over a finite field.
The specific scheme proposed below is based on bilinear
pairwise construction, and its security is grounded in the
bilinear Diffie-Hellman (BDH)[10-12] problem. The related
knowledge is outlined in the sequel.

Definition 1 Bilinear mapping. Suppose G is an elliptic
curve discrete logarithm addition group over a finite field, G
is discrete logarithm multiplication group over a finite field,
and the orders of G; and G are prime numbers denoted by
Q. The mapping e : G; X G; — G5 is termed bilinear
mapping and is required to satisfy the following attributes:

a) Bilinear property: For any P,Q,R € (G, there
are e(P + Q,R) = e(P,R)e(Q,R) and e(P,Q + R) =
e(P,Q)e(P, R).

b) Non- degeneracy: If P is the generator of Gy, e(P, P)
is the generator of Go.

c) Calculability: For any P, Q) € Gy, there is an algorithm
to calculate e(P, Q).

Definition 2 BDH. Let P be the generator of G;. Given
a tuple (P,aP,bP,cP), it is difficult to calculate e(P, P)®*°
for any a,b, c € Z.

The security proof in this paper relies on the assumption
of the computational difficulty of solving the BDH problem.

B. TRE and TSE concepts

The cryptography primitive Timed-Release Encryption
(TRE)[13], involves the sender transmitting an encrypted
message containing information about the "future" to the
receiver. The receiver can only decrypt the message when
a specific time is reached. TRE was initially proposed by
May[14] in 1993 and further explored by Rivest et al.[15] in

1996. Subsequently, its theory and applications have signif-
icantly evolved[16-19]. In the existing TRE implementation
methods[20-25], the time trapdoor is established through the
periodic broadcast of the TS. If the user fails to receive or
loses the time trapdoor, the message cannot be decrypted.
Recognizing this limitation, in 2010, Paterson et al.[15]
introduced the concept of Time-specific Encryption (TSE)
to decrypt messages within a specific time interval. TSE
enables the receiver to decrypt messages by using any time
trapdoor broadcast by the TS in that interval[26]. Paterson
et al. formulated the standard TSE scheme by adopting the
time binary tree and identity-based encryption technology
[27, 28]. They extended this to create the Public Key TSE
(PK-TSE) and Identity-Based TSE (ID-TSE) schemes. In
2012, Kasamatsu et al. proposed a TSE scheme based on for-
ward secure encryption [29-31]. Building on the TSE design
concept, subsequent researchers have introduced application
schemes for specific time encryption in various scenarios,
including pay TV services[32, 33], online competitions[34],
time locks[35, 36], and certificateless encryption[37].

C. Software packing concept

A shell is a piece of code designed to protect software
from illegal modification or decompilation[38]. Once the
software is encapsulated within a shell, attackers must first
break through the shell to obtain the "pure" version of the
executable file. Therefore, the shell plays a crucial rule
in safeguarding the software. Software shells are generally
categorized into encryption and compression shells. The
encryption shell encrypts and decrypts the PE format of the
executable file to achieve anti-debugging, anti-tracking and
other protection functions. The compression shell mainly
plays the role in compressing the size of the program
and reducing the space occupation. This paper adopts the
encryption shell mode.

In this paper, the encryption shell approach is used.
Specifically, when the encrypted executable file is loaded
into memory, the shell program code first obtains program
control, executes decryption to restore the executable file
source code, and finally continues executing the original
code.

III. TSE-SAPC MODEL

Assuming that the code segment of the original executable
(OFEF) is SM4-encrypted with the SM4[39] encryption key
MK on the software developer terminal (7e), the resulting
executable file (PEF’) with the encryption shell is generated
and transmitted to the C'S. The system’s design objective
is to enable user (R) to securely and efficiently utilize the
software within a time chain consisting of multiple specific
intervals. In this paper, this model is referred to as the
authorized protection model of software cloud based on
Time-Specific Encryption, as illustrated in Figure 1, the
model works as follows:

1) The software developer encrypts the code segment of
the original executable file OFF to obtain the PEF, and
deploys the PEF in the cloud server.

2) The software developer generates its public and private
key pair (pk, sk) for the user.
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Fig. 1: Authorized protection model of software cloud based on time-specific encryption

3) The user pays a certain fee to the software developer
to apply for software usage rights according to their needs.

4) The software developer generates ciphertext C' that can
be decrypted only during the authorized period for authorized
user, and uploads it to the cloud server.

5) The time server broadcasts the time trapdoor D, upon
reaching time {.

6) The cloud server receives the time trapdoor and updates
the time trapdoor chain tikChain.

7) The user establishes a secure connection with the cloud
server within the authorized time period and sends the private
key sk and running command to the cloud server.

8) The cloud server runs OE'F after successfully unpack
PEF through sk, C,tikChain.

The formal definition is outlined next.

Definition 3 TSE-SAPC model. It en-
compasses  four entities: TS, CS, Te and
R, and algorithm 8-tuples &pseETiK-STUC =

(MKTIK-Setup, SM4.Enc, PK.Setup, PK.KeyGen,

PK.Enc, PK.TIK-Ext, TIK-Chain, SMATIK-PK.Dec).

The algorithm 8-tuples érserik-sTuc are as follows:

MK-Setup. Executed by software developers. An encryp-
tion key MK = (MKy, MKy, MK>, M K3) is generated
on Te, where MK, (i =0,1,2,3) is a 32-bit value.

SM4.Enc. Executed by software developers. M K is used
to encrypt the code segment of the OEF on Te with SM4.
The executable file PEF SM4.Enc(MK,OFEF) is
generated with the encryption shell and transmitted to the
Cs.

PK.Setup. Executed by the time server. The security
parameter k and the total time length L are input to generate
the public and private key pair (T'S-M PK,TP-MSK) of
the T'S.

PK.KeyGen. Executed by software developers. The secu-
rity parameter k is input on Te to generate the public and

private key pair (pk, sk) for the software user.

PK.Enc. Executed by software developers.
MK is encrypted by SM4 with parameters
such as TS-MPK, to,t1],pk, and the ciphertext

C PK.Enc(TS-MPK, [tg,t1],pk, MK) can only
be decrypted within the time interval [tg, ¢1].

PK.TIK-Ext. Executed by the time server. Represent
time ¢ with the string 7 € {0,1}". Parameters such as
t, TS-MPK, TS-MSK are used to generate the corre-
sponding time trapdoor D, through an independent signature
scheme, and D; is broadcasted.

TIK-Chain. Executed by the cloud server. The time trap-
door Dt is connected into the time trapdoor chain tikChain.

SM4-PK.Dec. If user R wuses the software within
the time interval [to,¢1], they need to send the
running PFEF command and their own private

key sk to cloud server CS; The CS decrypts the
PEF with C, sk, and tikChain, unpacks the code
segment of the original executable file OFEF, namely
SM4-PK.Dec(PEF,C,TS-MPK,tikChain, sk), and
then runs the OE'F.

IV. TSE-SAPC STRUCTURAL SCHEME

This section presents a concrete TSE-SAPC construction
scheme and provides a security analysis.

A. Scheme expression

Based on the previously defined bilinear pairings and BDH
problem, a specific TSE-SAPC solution is formulated. The
work process involves the following 8 stages:

MK-Setup. Initialize the SM4 encryption key MK:
randomly select a number and assign it to MK €
73? (i = 0,1,2,3) to generate the SM4 encryption key M K.

SM4.Enc. Software developers perform the following op-
erations:
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a) Use M K to encrypt the code segment of the original
executable file OE'F with SM4;

b) Execute the packing operation, change the entry address
of the OE'F to the entry address of the shell code.

PK.Setup. Given a security parameter £ and the total
time length L, output the system parameters params =
{k,q,G1,G2,e, P,Hy, Hy,n}, the public-private key pair
(TS-MPK,TS-MSK) of the T'S, and the complete binary
tree with depth d (L = 2d), as shown in Figure 2. GGy is
an additive group , G4 is a multiplicative group, both with
prime orders ¢, and the mapping e : G1; x G; — Gy is a
bilinear mapping satisfying Definition 2, and H; : {0,1}" —
G1,Hy : Go — {0,1}" are hash functions with n being the
plaintext length. 7T'S randomly selects a generator G € G7,
and selects a random number T'S-MSK = s € Z; as the
private key, which corresponds to public key T'S-M PK =
(G, sG). params and TS-M PK are public parameters.

T~
AN
AN A A

001 010 011 100 101 110 111

Fig. 2: Full binary tree with depth 3

PK.KeyGen. The public parameter is taken as input, a
random number sk = u € Z is selected as the user’s private
key, and the user public key pk = (uG,usG) is computed.

PK.Enc. Given the SM4 key MK, the time server’s
public key TS-MPK = (G,sG), the user’s public key
pk and the time interval [{g,t1] during which the user uses
the software, the software developer performs verifies if
e(uG, sG) = e(G,us@); only when the equation holds, the
following operations are performed:

a) Generate the minimum root set Sp, ) of subtrees
covering all time nodes of [tg,t1]. Taking the tree shown in
Figure 2 as an example, suppose that the software purchased
by Bob is used for a period of [0, 5], then Sjg 5 = {0,10}.
For each y € S, 1,1, select r € Z; randomly and calculate
rG and rusG, then calculate

K =e(rusG,Hy (y)) = e (G, H1 (y))""*
b) Get the ciphertext set

CTy ity = {ey = (U, V) = (rG, MK © Hs (K))
Ly S S[to,tl]}

and generate the ciphertext C' = (CTy, 4,1, [to, t1])-
PK.TIK-Ext. At the arrival of time ¢, the time server
generates the set p; of nodes in the path from the root
node to node tin the binary tree. Taking Figure 2 as an
example, if ¢ = 3 at this time, the corresponding path set
pt = {2,0,01,011}. Subsequently, the time server publishes
the time trapdoor D; = {d, = sH; (x) : © € p;}. Every user

can verify its authenticity, i.e.,
Sign (x) : dy = sHy (x)
Ver(ds,x) : e(sG, Hy (z)) = e (G, sH; (x))

where Sign () is the signature function and Ver () is the
verification function.

TIK-Chain. Taking the time trapdoor chain tikChain and
the time trapdoor D, issued by the time server as input, the
cloud server generates a linked list node and links it to the
end of the tikChain to generate a new tikChain. Figure
3 shows the tikChain generated by the cloud server at the
current time ¢ = 3.

Dt=0 Dt:Z Dt=3

Fig. 3: Time trapdoor chain at current time ¢ = 3

SM4-PK.Dec. Given the packed executable file PEF,
user’s private key sk, user’s corresponding SM4 encryption
key ciphertext C = (C’T[tmtl]7 [to,tl]), and time trapdoor
chain #ikChain, the C'S performs the following operations:

a) Retrieve the data of the tail node of tikChain to obtain
the time trapdoor D; corresponding to the current time t.

b) Generate the minimum root set S, ;,) of subtrees
covering all time nodes of [ty,t1] and the set p; of nodes
in the path from the root to node t. Calculate the unique
element z where p; and S, ;,) intersect.

c) Calculate K' = ¢ (U,d,)".

d) Calculate V & Hs (K'), restore the SM4 encryption
key M K. If C is the correct ciphertext, then U = rG,V =
MK & H(K), in which K = e(G,H; (2))™, z €
Sito,t,]- The decryption correctness is verified as follows:

K' = e(U,d.)"
e(rG,sHy (2))"
e(G, Hy (2))"™
=K

V@ Hy (K') = MK ® Hy (K) ® Hy (K')
= MK

e) The shell program of the file PEF' reads the ciphertext
of the code segment of the O E'F’ and uses the M K decrypted
by the above operation d) to decrypt the code segment cipher.
The shell program of PEF returns the execution right to the
OFEF after successful decryption.

B. Security analysis

The proposed TSE-SAPC scheme sets the cloud server
CS, the time server T'S, and the legitimate user R to be
honest but curious. Each entity faithfully provides services
in accordance with the defined rules without engaging in
collusion. However, all entities have the incentive to attempt
illegal acquisition of the right to use the software based
on the information they have gathered. In our scheme, the
process involves decrypting the encrypted key through the
cloud server and subsequently running the shell software.
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To mitigate the risk of unauthorized use of the software
and the leakage of the software encryption key by the
cloud server (C'S), we assume that the software developer
has implemented a comprehensive audit mechanism that
regularly audits and monitors software usage on the cloud
server. We also assume that during the contract signing be-
tween the software developer and the cloud service provider,
clear definition of software usage rights and restrictions are
outlined. Consequences and responsibilities for unauthorized
use of the software are also specified. Additionally, the
scheme considers potential threats from malicious attackers
who may attempt to reversely crack the code of the shelled
executable file or launch violent attacks to crack the private
key of the legitimate user, thus illegally obtaining the right
to use the software. The ensuing security analysis addresses
these threats and demonstrates that the TSE-SAPC scheme
is secure against such potential risks.

Theorem 1. This scheme can prevent the time server from
obtaining the right to use the software.

Proof. Time server T'S acts as the producer of time trap-
doors and and possesses all the time trapdoors generated and
broadcast according to the rules. The SM4 key is encrypted
by the T'S public key T'S-M PK, the user’s public key pk,
and the decryptable time interval [to, ;] before transmission.

In this scheme, the user’s public key pk = (uG,usG) is
known. According to ECDLP, given GG and sG, it is difficult
to calculate u, which ensures the safety of the user’s private
key sk =u € Z.

As there is no access to the user’s private key, the TS
encounters difficulty in decrypting the ciphertext of the SM4
key to execute the OF'F on the C'S. This difficulty is tan-
tamount to breaking a public key cryptography mechanism,
making it evidently challenging. The theorem is thus proven.

Theorem 2. This scheme can prevent malicious attackers
from gaining software usage rights.

Proof. Malicious attackers may interact with the cloud
server C'S. In this scheme, the SM4 key needs to be
encrypted through the 7S public key 7°'S-M PK, the user
public key pk, and decryptable time interval [to, 1] before
transmission, and relying on the difficulty of DLP for secu-
rity. As the malicious attacker lacks access to the legitimate
user’s private key, decrypting the ciphertext of SM4 key
to execute the original executable file on the C'S becomes
arduous. This challenge equates to breaking a public key
cryptography mechanism and is obviously very difficult.

Furthermore, if a malicious attacker intends to obtain the
shelled executable file for reverse cracking, they must first
attack the C'S to illegally obtain the shelled executable file,
and subsequently attack the SM4 encryption mechanism. The
complexity of this process is notably high, substantiating the
theorem.

Theorem 3. This scheme can prevent legitimate users from
using the software before and after a specific time interval.

Proof. The legitimate user R possesses their private key
and all time trapdoors broadcast by the 7'S. Before transmit-
ting the SM4 key, it must be encrypted by the T'S public key
TS-MPK, the user public key pk and the decryptable time
interval [Zo,t1]. Since the time ¢ corresponding to the time
trapdoor of the end node of the time trapdoor chain on the
current cloud server does not belong to the decryptable time
interval [to,t1], therefore, when the user sends the running

command to the CS in an unauthorized time interval, the
C'S cannot decrypt the SM4 key ciphertext to run the OE'F'.
This challenge mirrors breaking a public key cryptography
mechanism, confirming the validity of the theorem.

V. CONCLUSION AND FUTURE WORK

After conducting an in-depth study of TSE and its ex-
tended schemes, this paper introduces a novel specific time
encryption scheme, TSE-SAPC, focusing on software autho-
rization protection. Leveraging the block cipher algorithm
SM4 and BDH double encryption technology, TSE tech-
nology and software shell technology, the paper provides a
formal definition of scheme model and outlines the scheme
construction method based on the random Oracle model.
A comprehensive security analysis is also presented. The
key advantages include: (DLegal users can pay according
to the usage time, allowing for periodic and aperiodic use,
significantly reducing user costs; 2The inclusion of the T'S
and the introduction of the time trapdoor chain mitigate the
risk of collusion between the C'S' and illegal users attempting
to bypass time restrictions; (3) On the basis of the security
provided by the C'S, packing operation further improves the
security of the software, and the executable files are started
on the CS after packing, which reduces the possibility of
illegal users to reverse analyze the software; @The integra-
tion of symmetric and asymmetric cryptography in a dual
encryption scheme further strengthens software security.

With the rapid development of cloud computing, the cloud
operation mode of software has become more and more
popular. Based on the cloud operation mode of software, this
scheme provides developers with a new way to sell software
securely and provides users with a new way to use software
periodically. However, the security of the scheme proposed
in this paper depends on the security of the cloud server. In
order to prevent cloud servers from illegally using software or
leaking software encryption keys, software developers need
to establish a complete audit mechanism or choose a secure
and reliable cloud service provider. In future work, we will
explore how to improve the accuracy of software usage time
limits by increasing the frequency of time server broadcast
time traps, and design a scheme to achieve software cloud
security protection in a completely untrusted environment.
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